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Introduction
1 	The new General Data Protection Regulations (‘GDPR’) came into effect on 25th May 2018, and sets out seven principles which should be at the heart of processing personal data :- 
• Lawfulness, fairness and transparency
• Purpose limitation
• Data minimisation
• Accuracy
• Storage limitation
• Integrity and confidentiality (security)
• Accountability
2 	Article 5 of the GDPR formally sets out these seven key principles. Article 5(1) requires that personal data shall be:  
“(a) 	processed lawfully, fairly and in a transparent manner in relation to individuals (‘lawfulness, fairness and transparency’);
(b) 	collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes (‘purpose limitation’);
(c) 	adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);
(d) 	accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);
(e) 	kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals (‘storage limitation’);
(f) 	processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).”
Article 5(2) adds that:
“The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).”
3 	The Information Commissioner’s Office offers the following guide to what is personal data :-
• Personal data is information that relates to an identified or identifiable individual
• What identifies an individual could be as simple as a name or a number or could include other identifiers such as an IP address or a cookie identifier, or other factors
• If it is possible to identify an individual directly from the information you are processing, then that information may be personal data
• If you cannot directly identify an individual from that information, then you need to consider whether the individual is still identifiable. You should take into account the information you are processing together with all the means reasonably likely to be used by either you or any other person to identify that individual
• Even if an individual is identified or identifiable, directly or indirectly, from the data you are processing, it is not personal data unless it ‘relates to’ the individual
• When considering whether information ‘relates to’ an individual, you need to take into account a range of factors, including the content of the information, the purpose or purposes for which you are processing it and the likely impact or effect of that processing on the individual
• It is possible that the same information is personal data for one controller’s purposes but is not personal data for the purposes of another controller
• Information which has had identifiers removed or replaced in order to pseudonymise the data is still personal data for the purposes of GDPR
• Information which is truly anonymous is not covered by the GDPR
• If information that seems to relate to a particular individual is inaccurate (i.e. it is factually incorrect or is about a different individual), the information is still personal data, as it relates to that individual
4	 On this basis photographs of identifiable individuals can clearly be considered personal data in some circumstances, and we need to have in place arrangements which ensure that we comply with GDPR. The ICO have given an interesting example of how a photographic image can be treated in different ways at https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/what-is-personal-data/what-happens-when-different-organisations-process-the-same-data-for-different-purposes/
5 	It should also be noted that exemptions apply to the use of photographic images if the image is used for journalistic, literary or artistic purposes, or research. However, whilst a journalism exemption may be claimed for a photograph of an event which is published immediately, that same image would still require GDPR compliance if it is later used in another context e.g. in promotional material.
6 	Very unfortunately, although GDPR has been in place for some eight months, and notwithstanding the ICO example, there appears to be no definitive set of guidelines explaining exactly what is required to comply with GDPR relating to photographic images used for tourism purposes issued by any government body or trade organisation. However, a number of organisations have published their own interpretations (but these do differ). For example :-
https://www.admin.ox.ac.uk/councilsec/compliance/dataprotection/useofphotographsandvideo/
https://www.reading.ac.uk/internal/imps/DataProtection/DataProtectionRequirements/imps-d-p-photographic.aspx
	https://www.gdprforchurches.org.uk/key-elements/pictures-and-video/
The Maltese information and data protection commissioner has given specific guidance on data protection and street photography, at https://idpc.org.mt/en/Documents/Data%20Protection%20and%20Street%20Photography.pdf although this appears to be taking a harder line than others.
7 	Some contact has been made with the ICO, for example the De La Warr Pavilion received the following advice :-
Images
You can use crowd images, even those that identify people, as long as when they were taken they were informed a) you are doing it  b) how the image might be used in the future c) the opportunity not to be included in the picture.
This could be in the form of clear and visible signage at the event.
The lawful basis for this is that people can reasonably expect that, if photography is taken at an event, then it will be used – as long as we tell them how.
There is no consent needed if the image was taken before GDPR but used after GDPR.
There is no time limit on images. You can use them as long as it is necessary.  GDPR states that you should not store data longer than necessary – that is up to the data user, but must be communicated.
In addition, in response to a clarification question on outdoor events, the following response was received :-
Yes, the ICO responded to that question because we [DLWP] hold lots of outdoor events too.  They said that crowds of people can reasonably expect that we have a legitimate interest to take photographs and use them for promotion.  
GDPR is based on two things : legitimate interest and consent. If you can’t get active consent but are acting in the legitimate interest of the business/council i.e. taking promotional photography at an event when you cannot practically get everyone’s permission then this is OK.
Suggested approach
8 	Given the lack of clear, explicit guidance available, and the need to ensure that we meet GDPR, the following approach is suggested for the commissioning and use of new photographs for 1066 Country Marketing (as noted, GDPR only applies to photographs taken on or after 25th March 2018). In every case the purpose of the photograph must be considered, and its potential end uses, and when commissioning new photographs this must form part of the brief. We must also consider our retention policy. Generally clothing, etc., can date, and in most cases we would probably not consider using images that are more than ten years old; it is suggested that this becomes the absolute limit.
Photographs involving individuals or small groups
9 	Where a picture is clearly of an individual or group of individuals who are the focus of the image, it will be personal data, and consent is required to use it. Although there is no explicit requirement that consent should be in written form it is strongly recommended that written consent is obtained so that a record is available in case of subsequent disputes.
10 	Consent forms must explain clearly and fully how the image will be used and how long it will be retained e.g. ‘I give permission to 1066 Country Marketing for my photograph to be used in any of its publicity and other promotional material for which it may be suitable, including its use by third parties. Images will be held and used in publicity for up to ten years.’ This would then be signed and dated.
11 	Detailed records must be kept in respect of every such image, so that if consent for the use of the image is withdrawn at any time this can be achieved quickly and easily in respect of future use; clearly consent cannot be withdrawn retrospectively. Similarly it must be acknowledged that consent cannot easily be withdrawn in respect of images which are passed on to third parties.
Photos of large crowds/events
12 	Where an image does not focus on one individual or group of individuals, the picture is unlikely to be personal data. In addition, it may not be practicable to obtain the consent of every individual in a large venues. However, it is good practice to ensure that there are clear signs around the venue indicating that publicity photos are being taken for indoor/enclosed venues, and for the photographer to be clearly marked, so giving anyone the opportunity to avoid being in the photograph. For our events, we will ensure appropriate signage is prominently displayed, and any photographer commissioned by us will wear a clearly marked tabard.
13 	For outdoor/on street events, where there are crowds watching an attraction who are incidental to the photo and not the primary subject, but are still identifiable, then the 'legitimate interest' argument can be used :- there is a reasonable expectation that photographs will be taken at such events, and used to promote them. Where we commission such photographs ourselves, our photographer will wear a clearly marked tabard.
14 	Special care will be taken with children and vulnerable adults. In all cases of identifiable children. and adults who are known to be vulnerable, appropriate consents will be obtained (from parent/carer/responsible adult) and if such consent cannot be demonstrated the image will not be used.
Discussion
15 	As noted above, our suggested guidelines have been drawn up based on good practice elsewhere, but cannot be considered as definitive, given the current lack of case law. It is therefore recommended that these guidelines are kept under continuous review, and modified in the light of other guidance/advice/instruction/case law received.
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