
Appendix A 
 
Social Media Policy for Hastings Borough Council - Staff 
 
General introduction to social media 
Social media is an increasingly popular form of interactive communication used both 
socially and for business by individuals and organisations.  
 
Unlike a telephone conversation or email, it is a broadcast medium. Your messages 
are likely to be viewed by a wider audience than just the intended recipient. 
 
It allows parties to communicate instantly with each other or to share data in a public 
forum and is used to describe any kind of online tool that you can use for sharing 
what you know. It includes online social forums such as Twitter, Facebook, 
Instagram and LinkedIn. Social media also covers blogs and video and image-
sharing websites such as YouTube and Flickr. 
 
Staff should be aware that there are many more examples of social media as this is 
a constantly changing area. These guidelines should be followed in relation to any 
social media use.  
 
Social media is a cheap and effective way of reaching out to the community, sharing 
information and ideas. Its immediacy can be invaluable in times of service disruption. 
 
It also means that all messages should be treated as public, and are open to 
responses from people with different views and agendas. Sometimes this can be 
positive, but it can also result in unwelcome criticism and abuse. And it’s popular with 
journalists, so what you say on Twitter one day, may end up in newsprint the next 
day.  
 
There is no delete. Even if you delete something from a social media site, it’s likely 
that other people will have already seen it, possibly in a news feed popping up on 
their desktop, or on their mobile phone. Someone may already have posted it 
elsewhere online, or shared it with their friends. 
 
You must be willing to take personal responsibility for anything that you say online. 
 
Social Media and the Law 
The public nature of social media raises some general legal issues which ALL users 
should be aware of: 
 

Libel If you publish an untrue statement about a person which is damaging to 
their reputation they may take a libel action against you. This will also apply if 
you allow someone else to publish something libellous on your website – if 
you know about it and don’t take prompt action to remove it. A successful libel 
claim against you will result in you having to pay damages to the person you 
libelled.  

Copyright Placing images or text on your site from a copyrighted source (for 
example extracts from publications or photos) without permission is likely to 



breach copyright. Avoid publishing anything you are unsure about, or seek 
permission in advance. Breach of copyright may result in you having to pay 
damages to the person whose work you used. 

Data Protection Avoid publishing the personal data of individuals unless you 
have their express written permission. Breaches can be reported to the ICO 
(Information Commissioner’s Office) and can result in unlimited penalties for 
the council. 

Safeguarding children, young people and vulnerable adults Staff who 
have direct or indirect contact with children, families and vulnerable adults in 
the course of their work have a responsibility to safeguard and promote the 
welfare of vulnerable adults and children. You should bear this in mind in your 
social media activities. Promote online safety and make sure that your content 
is suitable. Never ask users to divulge any personal details, including their 
home address, email address, school name or mobile phone number. 

 
Politically Restricted Posts 
Officers in politically restricted posts must not publicly express support for a political 
party, including, but not limited to, activity on social media. This includes all social 
media activity, irrespective of any privacy settings that may have been applied. 
 
If in doubt as to whether activity can be allowed, officers should seek guidance from 
the Director, Corporate Services and Governance; the Executive Manager for 
People, Customer and Business Support; the Chief Legal Officer; or the Marketing 
and Major Projects Manager. 
 
Corporate accounts 
Hastings Borough Council operates Twitter and Facebook accounts and monitors 
activity involving Hastings Borough Council. 
 
Our Twitter and Facebook accounts provide another way of reaching out to local 
residents. Their primary aim is to encourage people to access information and 
services available to them. 
 
They also enable us to advise on service interruptions, clarify misinformation and 
help with residents’ queries and concerns. Access to these corporate accounts is 
limited to named officers. Staff may use these accounts for departmental work-
related social media activity via the communications manager.  
 
Service requests are directed to the appropriate web page, MyHastings or the 
Community Contact Centre. Only information from agreed partners or projects 
funded or financially supported by Hastings Borough Council are promoted through 
the corporate accounts. 
 
While adopting a more informal style, Hastings Borough Council corporate accounts 
will: 

• treat all individuals with respect 
• not be used to criticise individuals or organisations, even if invited to 



• not engage with people who are abusive, or who use racist, sexist, 
homophobic or threatening language 

• not publish images of minors without the permission of the children’s parents 
or guardians 

• not convey any political or commercial bias 
• not disclose confidential information or the personal information of others. 

 
Staff personal social media accounts 
Staff should be aware of their obligations under the Staff Code of Conduct. Although 
many social media accounts allow users to adopt a made-up identity, be aware that 
your true identity is likely to be revealed over time through the content you publish 
and your contact with others. 
 
If talking about the council, staff should be clear about their own personal role and 
the service that they represent and not say anything that might bring the council into 
disrepute. 
 
Staff should always refrain from criticising colleagues, service users or councillors 
and be aware of their duty of confidentiality with respect to council information. 
 
Staff should not take part in discussions on social media as an identified officer of 
the council even if they can contribute professional knowledge which can add value 
to the discussion. If you think the council should comment you are advised to inform 
the communications manager who will respond accordingly. 
 
Staff should not accept a ‘friend request’ from a social networking site sent by a 
contractor providing services to the council as this could imply a close personal 
association. If you are unsure how to respond please seek clarification from the 
council’s Communication Manager and Monitoring Officer. 
 
Some dos and don’ts: 

• Do make timely and relevant comments that you think other people will be 
interested in. 

• Do take a moment to think before you respond to a comment – comments 
once made, leave a digital footprint forever. 

• Do include photos and web links to help make your points. 
• Don’t assume that your privacy settings mean others cannot see what you are 

posting. 
• Don’t re-tweet anything you do not know to be true. 
• Don’t comment in haste, particularly when you are angry or have consumed 

alcohol. 
• Don’t post comments that you would not be prepared to make on paper or 

face-to-face. 
• Don’t give out personal details such as your address or phone number. 
• Do feel free to support the council’s social media sites by ‘liking’ them, 

‘following’ them and ‘re-tweeting’. 
 

Use of social media at work  



This policy should be read in conjunction with the council’s guidance on the use of 
the internet which can be found on the staff intranet.  

The council understands that staff may wish to use their own computers or devices, 
such as laptops, mobile phones and hand-held devices to access social media 
websites while they are at work. Staff must limit their use of social media on their 
own equipment to their lunch break or times when they are not on duty.  

Any communications that staff make in a professional capacity through social media 
must not: 

• bring the council into disrepute, for example by:  
o criticising or arguing with customers, colleagues or rivals  
o making defamatory comments about the council, individuals or other 

organisations or groups  
o posting images that are inappropriate or links to inappropriate content. 

• breach confidentiality, for example by:  
o revealing information owned by the council 
o giving away confidential information about an individual (such as a 

colleague or customer contact) or organisation 
o discussing the council’s internal workings or future business plans that 

have not been communicated to the public.  
• breach copyright, for example by:  

o using someone else's images or written content without permission 
o failing to give acknowledgement where permission has been given to 

reproduce something.  
• do anything that could be considered discriminatory against, or bullying or 

harassment of any individual, for example by:  
o making offensive or derogatory comments relating to sex, gender 

reassignment, race (including nationality), disability, sexual orientation, 
religion or belief or age 

o using social media to bully another individual (such as another member 
of staff) 

o posting images that are discriminatory or offensive or links to such 
content. 

Excessive use of social media at work  
Staff should not spend an excessive amount of time while at work using social media 
websites, unless this is an agreed part of their role.. This is likely to have a 
detrimental effect on a member of staff’s productivity. They should ensure that use of 
social media does not interfere with their other duties.  

Monitoring use of social media during work time  
The council reserves the right to monitor internet usage by staff but will inform an 
affected employee when this is to happen and the reasons for it. The council 
considers that valid reasons for checking an employee's internet usage include 
suspicions that the employee has:  

• been spending an excessive amount of time using social media websites for 
non-work-related activity  

• acted in a way that is in breach of the rules set out in this policy.  



The council reserves the right to retain information that it has gathered on 
employees' use of the internet for a period of one year, and access to particular 
social media websites may be withdrawn in any case of misuse.  

Social media in your personal life  
The council recognises that many employees make use of social media in a personal 
capacity. While they are not acting on behalf of Hastings Borough Council, 
employees must be aware that they can damage the organisation if they are 
recognised as being one of our employees.  

• Employees are allowed to say that they work for Hastings Borough Council. 
However, the employee's online profile (for example, the name of a blog or a 
Twitter name) must not contain the council’s name.  

• Officers must not be ‘friends*’ with HBC or ESCC councillors on social media, 
nor re-tweet councillors’ tweets 

Any communications that employees make in a personal capacity through social 
media must not:  

• bring the council into disrepute, for example by:  
o criticising or arguing with customers, colleagues or rivals  
o making defamatory comments about the council, individuals, other 

organisations or groups  
o posting images that are inappropriate or links to inappropriate content. 

• breach confidentiality, for example by:  
o revealing information owned by the council 
o giving away confidential information about an individual (such as a 

colleague or customer contact) or organisation  
o discussing the organisation's internal workings or future business plans 

that have not been communicated to the public. 
• breach copyright, for example by:  

o using someone else's images or written content without permission 
o failing to give acknowledgement where permission has been given to 

reproduce something. 
• do anything that could be considered discriminatory against, or bullying or 

harassment of, any individual, for example by: 
o making offensive or derogatory comments relating to sex, gender 

reassignment, race (including nationality), disability, sexual orientation, 
religion or belief, or age 

o using social media to bully another individual (such as an employee of 
the organisation)  

o posting images that are discriminatory or offensive or links to such 
content.  

Hastings Borough Council cannot monitor employees’ social media use in their 
personal life and will not attempt to do so, but any reported incidents will be 
investigated and appropriate action, including disciplinary action, will be taken.  

 
 
 



Pre-election ‘purdah’ period 
During pre-election ‘purdah’ periods - which are always announced well in advance – 
stricter rules apply to all staff, irrespective of whether or not they are in politically 
restricted posts.  

During this period, officers must avoid any action which is, or may reasonably be 
perceived as being, supportive of any party or candidate, and must not engage in 
party political activity that compromises their neutrality and objectivity at work. 

So far as social media is concerned, officers must not engage in any activity which 
may be seen, or perceived, as being supportive of any political party or campaign. 
This is irrespective of any privacy settings that may have been applied 

Disciplinary action over social media use  
All employees are required to adhere to this policy. Employees should note that any 
breaches of this policy may lead to disciplinary action. Serious breaches of this 
policy, for example any reported incidents of bullying of colleagues or social media 
activity causing serious damage to the council, will be investigated and if found to 
constitute gross misconduct could lead to summary dismissal. 

Linked In 
The Council will develop and issue separate guidance on the use of Linked-In as a 
business networking tool.  

*There may be other cases of close familial relationships between council 
officers and members of another authority outside – these will be assessed on 
a case by case basis by the Director of Corporate Services. 

 


