
From: Information Officer

To: Communications; 

CC:

Subject: FW: Hastings Borough Council Request for Information 
Ref: 13/245

Date: Tuesday, June 18, 2013 11:08:05 AM

Attachments: FOI 13-245 - HBC Information Security.pdf 

 
 
Start of Request for Information 

I would therefore like to request: 

❍     your information/data security policy; and 
❍     Please see attached document  

❍     details of any training/information given to staff on security and 
data-handling. - 

❍      All staff attend an ICT Induction Course, which covers these 
areas, staff sign an Acceptable Use Policy, senior staff receive 
additional training as required and security reminders are also 
published in the staff electronic newsletter  
 

End of Request for Information 

 

mailto:/O=HASTINGS BOROUGH COUNCIL/OU=ITDEPT/CN=RECIPIENTS/CN=INFORMATIONOFFICER
mailto:/O=HASTINGS BOROUGH COUNCIL/OU=ITDEPT/CN=RECIPIENTS/CN=Communications
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Introduction 
 
Hastings Borough Council recognises that information and the associated processes, 
systems and networks are valuable assets and that the management of personal 
data has important implications for individuals.  
 
Through its security policies, procedures and structures, Hastings Borough Council 
will facilitate the secure and uninterrupted flow of information, both within Hastings 
Borough Council and in external communications. 
 
Hastings Borough Council believes that security is an integral part of its business 
operations and the policies outlined below are intended to support information 
security measures throughout Hastings Borough Council. 
 
This “best practice” policy is based on recommendations contained in British 
Standard 7799 – A Code of Practice for Information Security Management. 


Definition 
 
For the purposes of this document, information security is defined as the preservation 
of: 
 


• Confidentiality: protecting information from unauthorised access and 
disclosure. 


 
• Integrity: safeguarding the accuracy and completeness of information and 


processing methods. 
 


• Availability: ensuring that information and associated services are available to 
authorised users when required. 


 
Information exists in many forms.  It may be printed or written on paper, stored 
electronically, transmitted by post or using electronic means, shown on films, or 
spoken in conversation.  Appropriate protection is required for all forms of information 
to ensure business continuity and to avoid breaches of the law and statutory, 
regulatory or contractual obligations. 


Protection of Personal Data 
 
Hastings Borough Council holds and processes information about employees and 
various other data subjects for administrative purposes.  When handling such 
information, Hastings Borough Council, and all staff or others who process or use 
any personal information, must comply with the Data Protection Principles which are 
set out in the Data Protection Act 1998 (the 1998 Act).  Responsibilities under the 
1998 Act are set out in the Data Protection Policy. 


Information Security Responsibilities 
 
Hastings Borough Council believes that information security is the responsibility of all 
staff.  Every person handling information or using Hastings Borough Council 
information systems is expected to observe the information security policies and 
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procedures, both during and, where appropriate, after his or her time at Hastings 
Borough Council. 
 
At a Board level, Hastings Borough Council has allocated overall responsibility for the 
ICT Security Plan to the Head of Marketing and Communications.  The Head of 
Marketing and Communications fulfils the role of Business Manager.  The Information 
Technology Services Manager fulfils the Information Security Manager role with 
responsibility for implementing this Plan within the context of ICT systems 
development and operation. 
 
Any external ICT Supplier providing ICT support and services is mandated to comply 
contractually and under SLA with Hastings Borough Councils security standards. 


Business Manager Responsibilities 


The Business Manager is responsible for: 
 


• Making arrangements for information security by setting an overall ICT 
Security Policy and Plan for the organisation. 


 
• Directing and leading on the implementation and overall management of the 


Information Security Management System (ISMS), of which this Plan is a 
(critical) component. 


 
• Leading on Security on the Information Security Forum. 


 
• Appointing the Information Security Manager. 


 
• Appointing Hastings Borough Council’s Data Protection Officer. 


 
• Ensuring that, where appropriate, staff receive ICT security awareness and 


training. 


Information Security Manager Responsibilities 


The Information Security Manager (ISM) is responsible for: 
 


• Acting as a central point of contact on information security within the 
business, for both staff and external organisations. 


 
• Implementing an effective framework for the management of security. 


 
• Assisting in the formulation of Information Security Policy. 


 
• Advising on the content and implementation of the Information Security 


Programme covered by this Plan, including in relation to the external ICT 
Supplier. 


 
• Managing and monitoring security services provided by the ICT Supplier. 


 
• Producing organisational standards, procedures and guidance on Information 


Security matters for approval by the senior management team. 
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• Co-ordinating information security activities, particularly those relating to 
shared information systems or ICT infrastructures.  


 
Responsibilities of the Information Security Manager also include: 
 


• Participating in the Information Security Forum. 
 


• Reporting to the Information Security Forum on matters relating to ICT 
Security. 


 
• Creating, maintaining, giving guidance on and overseeing the implementation 


of ICT Security. 
 


• Representing Hastings Borough Council on internal and external committees 
that relate to ICT Security. 


 
• Ensuring that risks to ICT systems are reduced to an acceptable level by 


applying security countermeasures identified following an assessment of the 
risk. 


 
• Ensuring the systems, application and/or development of the required Plan, 


standards and procedures are in accordance with needs and guidance set 
centrally by Hastings Borough Council senior management team. 


 
• Ensuring that access to Hastings Borough Council information assets is 


limited to those who have the necessary authority and clearance 
‘permissions’.  


 
• Providing advice and guidance to all staff to ensure that the Plan is complied 


with. 
 


• Approving system security policies for the infrastructure and common 
services. 


 
• Approving tested systems and agreeing rollout plans. 


 
• Advising senior management on the accreditation of ICT systems, 


applications and networks. 
 


• Providing advice and guidance on: 
1. Security Plan Compliance. 
2. Incident Investigation. 
3. ICT Security Awareness & Training. 
4. Security of External Service Provision. 
5. Business Continuity Planning. 


 
• Informing the Business Manager when: 


1. Incidents or alerts have been reported that may affect Hastings 
Borough Council’s systems, applications or networks. 


2. Proposals have been made to connect Hastings Borough Council 
systems, applications or networks to systems, applications or 
networks that are operated by external organisations. 


3. Passing on the advice of external sources/authorities on ICT security 
matters. 
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Data Protection Officer Responsibilities 


The Data Protection Officer is responsible for: 
 


• Ensuring that appropriate Data Protection Act notifications are maintained for 
Hastings Borough Council’s systems and information. 


 
• Dealing with enquiries, from any source, in relation to the Data Protection Act 


and facilitating Subject Access Requests. 
 


• Advising users of information systems, applications and networks on their 
responsibilities under the Data Protection Act, including Subject Access. 


 
• Advising the Information Security Manager on breaches of the Act and 


recommending actions. 
 


• Encouraging, monitoring and checking compliance with the Data Protection 
Act. 


 
• Liaising with external organisations on Data Protection Act matters. 


 
• Promoting awareness and providing guidance and advice on the Data 


Protection Act as it applies within Hastings Borough Council. 


Line Managers' Security Responsibilities 


Line Managers are directly responsible for: 
 


• Ensuring that all staff are instructed in security responsibilities. 
 


• Ensuring that all staff using Hastings Borough Council ICT systems are 
properly trained. 


 
• Helping ensure that unauthorised staff are not allowed to access any of the 


organisation’s computer systems as such access could compromise data 
integrity. 


 
• Determining which individuals are to be given authority to access specific 


computer systems (User Permissions). The level of access to specific 
systems will be on a job function need, independent of status. 


 
• Implementing procedures to minimise the organisation’s exposure to 


fraud/theft/disruption of its systems, such as segregation of duties/dual 
control/staff rotation in critical susceptible areas. 


 
• Ensuring that all critical job functions are documented properly to ensure 


continuity in the event of an individual’s unavailability. 
 


• Ensuring that all staff are aware of the organisation’s Finance Procedures. 
 


• Ensuring that all staff sign an Acceptable Use Policy, including a 
confidentiality (non-disclosure) reminder, as part of their contract of 
employment. 
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• Ensuring that the Information Security Manager or the relevant system 
manager (e.g. for HR or Finance systems) is advised immediately about staff 
changes affecting computer access (e.g. job function changes/leaving 
department or organisation) so that passwords may be withdrawn/deleted. 


 
• Helping ensure legal compliance in relation to the security of Hastings 


Borough Council information assets.  That is information, hardware and 
software used by operational staff and, where appropriate, by third parties. 


 
• Ensuring that all staff are aware of their security responsibilities. 


 
• Ensuring that all staff have had suitable security training. 


Staff Responsibilities 


Each employee is personally responsible for ensuring that no breaches of computer 
security result from their actions.  Sanctions will be applied where breaches of this 
core staff responsibility take place due to negligence or failure to comply with 
Hastings Borough Council policies. 
 


Information Security Education and Training 
 
Hastings Borough Council recognises the need for all staff and other users of 
Hastings Borough Council systems to be aware of information security threats and 
concerns, and to be equipped to support Hastings Borough Council’s security policy 
in the course of their normal work. An appropriate training programme will be 
provided for staff, coupled with other information and advice as required. 
 


Compliance with Legal and Contractual Requirements 


Authorised Use 


Hastings Borough Council ICT facilities must only be used for authorised purposes. 
 
Hastings Borough Council may from time to time monitor or investigate usage of ICT 
facilities and any person found using ICT facilities or systems for unauthorised 
purposes, or without authorised access, may be subject to disciplinary, and where 
appropriate, legal proceedings. 


Monitoring of Operational Logs 


Hastings Borough Council shall only permit the inspection and monitoring of 
operational logs by authorised computer operations personnel and system 
administrators.  Disclosure of information from such logs, to officers of the law or to 
support disciplinary proceedings, shall only occur (i) when required by and consistent 
with law; (ii) when there is reason to believe that a violation of law or of a Hastings 
Borough Council policy has taken place; or (iii) when there are compelling 
circumstances. 
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Access to Hastings Borough Council Records 


In general, the privacy of users' files will be respected.  However, Hastings Borough 
Council reserves the right to examine systems, directories, files and their contents, to 
ensure compliance with the law and with Hastings Borough Council policies and 
regulations, and to determine which records are essential for Hastings Borough 
Council to function administratively or to meet its statutory obligations.  Except in 
emergency circumstances, authorisation for access must be obtained from the 
Business Manager and shall be limited to the minimum examination and the least 
action necessary to resolve the situation. 


Protection of Software 


To ensure that all software and licensed products used within Hastings Borough 
Council comply with the Copyright, Designs and Patents Act 1988 and subsequent 
Acts Hastings Borough Council will carry out checks from time to time to ensure that 
only authorised products are being used, and will keep a record of the results of 
those audits.  Unauthorised copying of software or use of unauthorised products by 
staff may be grounds for disciplinary, and where appropriate, legal proceedings. 


Virus Control 


Hastings Borough Council will maintain detection and prevention controls to protect 
against malicious software and unauthorised external access to networks and 
systems.  All users of Hastings Borough Council computers, including laptops, shall 
comply with best practice, as defined by Hastings Borough Council in its Anti Virus 
Policy, in order to ensure that up-to-date virus protection is maintained on their 
machines. 


Retention and Disposal of Information 


All staff have a responsibility to consider security when disposing of information in the 
course of their work. Departmental Business Units should establish procedures 
appropriate to the information held and processed by them, and ensure that all staff 
are aware of those procedures.  Retention periods for some kinds of personal 
information are defined in the Retention Policy. 


Reporting 
 
All staff should report immediately by email to ithelpdesk@hastings.gov.uk  or by 
telephone to the IT Help Desk (x1411): 
 


• Any observed or suspected security incidents where a breach of Hastings 
Borough Council’s security policies has occurred. 


 
• Any security weaknesses in, or threats to, systems or services. 


 
Software malfunctions should be reported to the IT Help Desk (x1411). 


Business Continuity 
 
Hastings Borough Council has implemented, and will be maintaining, a business 
continuity plan and management system to counteract interruptions to normal 
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Hastings Borough Council activity and to protect critical processes from the effects of 
failures or damage to vital services or facilities. 
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