
From: Information Officer 

To: Communications; 

CC: 

Subject: FW: Hastings Borough Council Request for Information 
Ref: 14/248 

Date: Wednesday, April 09, 2014 9:35:13 AM 

Attachments: Reasonable Use Policy.pdf 

Start of Request for Information 

1a. Do you have a policy or guidelines (or document by similar name) for staff 
on your organisation’s permissible use of social media for business purposes / 
for use in connection with the work of the organisation? 

No. This is covered by our Reasonable Use Policy which is currently being 
updated to include guidance on the use of social media. 

1b. If yes, when was this policy (or guidelines) introduced?

1c. Please also provide an electronic copy (or link to online version) of the 

policy and / or guidelines.


2a. Do you provide guidelines (or document by similar name) for staff on the 

use of social media for business or personal purposes?


No 
2b. If yes, when were these guidelines (or document by similar name) 

introduced?

2c. Please also provide an electronic copy (or link to online version)

3. Since 1 January 2005 and for each calendar year to date, please detail how 
many staff in your organisation have been cautioned or disciplined (or similar) 
for their inappropriate or unsuitable use of social media either on work or 
personal accounts? 

Please break figures down by year with headline / brief summary of reason for 
disciplinary action. 4 people. Details not available as records are expunged 
after expiration of any sanctions made. 

4a. . Since 1 January 2005 and for each calendar year to date, has social 
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__________________________________________________________________________ 


Introduction 
 
This document provides guidance on the use of e-mail and the Internet at Hastings Borough 
Council. 
 
You are asked to read the guidance carefully and consult with your manager or the IT 
Division if you have any questions about it.  Failure to comply with the guidance will be 
viewed very seriously and may result in disciplinary action. 
 
It is anticipated that the guidance will be updated regularly as the facilities available over the 
Internet expand.  
 
Once you have read the guidelines, you will be asked to complete the declaration at the end 
of the document and send it to the Information Technology department.  Staff who are 
unwilling to sign will not be allowed to use external e-mail or the Internet. 
 


Background 
 
The Internet is a global network of computers allowing information exchange around the 
world.  With access to the Internet, you will be able to view and store information on a wide 
range of subjects.  You will also be able to send messages across the Internet, much as you 
would send messages in a letter or fax. 
 
The Internet offers enormous potential benefits for our work through fast and efficient email 
communication and access to the vast store of information held on public websites.  
However, there are significant risks arising from the use of this powerful tool.  Problems and 
legal issues can arise, particularly issues related to harassment, defamation, copyright, 
pornography and dissemination of official information.   
 
These guidelines are intended to encourage responsible and well-informed Internet use.  
These guidelines add to and do not alter existing policies regarding use of Council equipment 
such as telephones, computer hardware and software, correspondence and photocopying. 
 
Council instructions regarding communications with the media apply to e-mail 
communications.  All media contact must be channelled through the Marketing and 
Communications Department. 
 
These guidelines are the responsibility of the Head of Information Technology and have been 
approved by the Council’s Risk Management Group.   
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__________________________________________________________________________ 


Guidelines on the use of e-Mail 
 


• The Council’s email system is an electronic tool for sending and receiving information 
regarding Council business.  In this regard, email should be subject to the same 
protocols of courtesy, promptness and clarity that we expect in the use of telephones 
and paper documents.  . 


• Occasional and reasonable personal use of email is permitted provided this does not 
interfere with performance of your duties in the judgement of your Head of Service. 


• The guidance contained in this section applies equally to all internal and external 
email messages and attachments to email messages. 


• External email facilities are granted to Council staff with the authorisation of a Head of 
Service and to Council members upon request.  All external email users are required 
to sign a declaration indicating that they have read the Internet and email guidelines 
and agree to abide by them. 


 


Basic awareness: 
 


• Email messages are not guaranteed to be private.  If a message contains sensitive 
information, alternative means of transmission or email encryption should be 
considered.  Sensitive information includes any information containing personal 
details of residents, clients, staff or members.  It may also include information 
regarding confidential financial negotiations or Council business classified as Part II 
for reporting purposes.  If you have any doubt about the sensitivity of information you 
are about to include in an email, you should contact the Data Protection Officer in the 
IT Division in the first instance. 


• Email messages are not guaranteed to arrive at a specific time, or at all.  If it is 
important to know that a message has been received, you should request an 
acknowledgment from the recipient. 


• Email messages stored on Council-owned computers may be inspected by the 
Council at any time. 


 


Things you must not do: 
 


• You must not use Council email facilities to falsely identify yourself, falsely represent 
yourself, the Council or any of its policies, or otherwise commit forgery or fraud. 


• You must not use Council email facilities for the purpose of libel, slander or any form 
of harassment. 


• You must not use Council email facilities for sending excessive quantities of personal 
mail, chain letters or unsolicited, irrelevant or inappropriate mail. 


• You must not send excessively large emails or attachments.  This is not an 
economical or sensible way to handle large documents and can effectively halt an 
email system.  If it won’t fit on a 1.44 Mb disk, it is too large to send via email. 


• You must not copy, store or forward email attachments containing illegal, 
pornographic, racist or sexist material.   
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__________________________________________________________________________ 


Guidelines on the Use of the Internet 
 


• The Internet is an important tool for research, education and the exchange of 
information.  Internet access includes visiting websites, printing pages and 
downloading electronic documents and files for storage on your Council computer.   


• Internet access is granted to Council staff with the authorisation of a Head of Service 
and to Council members upon request.  All Internet users are required to sign a 
declaration indicating that they have read the Internet and email guidelines and agree 
to abide by them. 


• You are allowed to make occasional and reasonable private use of the Internet as 
long as this does not interfere with the performance of your duties in the judgment of 
your Head of Service.  Staff who abuse the system will have the facility withdrawn.  


• Information obtained from the Internet needs to be viewed with some caution.  
Information may not be current, complete or accurate and is also subject to copyright 
and libel laws. 


• Use of the Internet is monitored by the Council and all sites visited are logged.  
Access to certain sites may be blocked.  If you need to visit blocked sites for a 
legitimate business reason, please consult your line manager and the IT Division. 


 


Things you must not do: 
 
• You must not use the Internet to engage in activities that are of questionable legality, 


that might harm the Council’s reputation or that might violate Council policies. 
• You must not use the Internet to view or download any material from any website that 


contains illegal, pornographic, racist or sexist material. 
• You must not allow those without access to use your username and password in 


order to gain access to the Internet. 
• You must not download software onto the Council’s computer network without the 


agreement of the IT Division. 
• You must not download, use or distribute copyrighted material without authorisation 


and proper payment. 
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__________________________________________________________________________ 


Declaration on the use of e-Mail and the Internet 
 
 
I have read and understood Hastings Borough Council’s code of practice on the use 
of email and the Internet (Version 3.0 – 5th November 2003).   I agree to abide by this 
code of practice. 
 
 
Name:   ………………………………………………… 
 
Post:   ………………………………………………… 
 
Service Division: ………………………………………………… 
 
Directorate:  ………………………………………………… 
 
 
 
Signed:  ………………………………………………… 
 
Date:   ………………………………………………… 
 
 
 
 


Head Of Service 
 
Name:   ………………………………………………… 
 
 
 
Signed:  ………………………………………………… 
 
Date:    ………………………………………………… 
 
 
 
 
 
I.T Department use only 
 
 
I.D Assigned   Initials………… 
 
 
User Informed  Initials………… 
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media use by your staff, either on work or personal accounts / profiles, even 
been the source of media coverage? 

No 
4b. If yes, please detail names of media titles and dates of coverage. 
Please note that in relation to this request, social media refers to web / 
internet based applications that allow the creation and exchange of user 
generated content and user interaction. Examples to aid in the formulation of 
your response include, but are not limited to, Facebook, Twitter, YouTube, 
Google+, Bebo, MySpace, World of Warcraft, Wikipedia, FourSquare amongst 
many others. 

End of Request for Information 
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